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together Developing the Corona Warn App The Challenges

^ |
Presse und Snlormationsarm

^1 Fraunhofer
Many stakeholders

•

• I Bundesmjnisterium

♦

Strong time pressureROBERT KOCH INSTITUT

o\ 9

9

High complexity
CORONA

^ |
Bundeslanfleramt

WARN APP

Technically demanding

52 Maximum IT security

I r“z
I und Heimat

Maximum data privacy

BCG
\

Large public interest♦

•

6 unclesaml

ijr Sicherhi

Inlormationstechnik

citindei
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The Project 50 Days A Couple of Challenges Several Stakeholders

T
Apr May Jun

Readiness

15 06 2020^ | Google

o
Scoping Scoping Process Done 8 May

7 6 12 6

Apple | Google API
Architecture Documentation ji Open Source on 15 MayDesign Extra

testing
Bundeskanzleramt

Open Source

Continuous agile
developmentDevelopment ^ approval1 Bundesministerium

fur Gesundhert
C32S

s Dev VesV [
Deploy •

Done i

Static contents done by 8 May

API Quality assurance\
Apple Google API X

Test versions

received 30 April 1 May

O
User Friendly App 12th

[API received 20 May

Piesse und Informationsaint

der BundesregierungScalable Robust

Backend

Network0
Done 11th JuneSecurity Conceptualization

BundesamE

fiii Sicherheit in der

IntormatiOrtsiechnik

Internal appi

of concept incl BSI 11

roval Document 5 iterative reviews

i May to BSI 14 May by BS114 5 11 6

Recommendation

BSI 10 h 11 June

FraunhoferC Done 1^th JuneTests Testing e g performance field user panel tests

iData Privacy
Done 9th JuneData privacy Dev of data protection conceptArchitecture concept

Architecture con

done 13

3 iterative reviews

byRKI BfDI

19 5 27 5

Handover to

RKI on 5th June 90

cept

May
ROBERT KOCH INSTITUT

Calibration

Lab

The Approach Fully Agile Project Across

Company Borders And All Stakeholders

Connectivity

Google

J3 LIFE IS FOR SHARING
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The project 19 workstreams agile working mode high performing organization

jndesministerium

r Gesundheit

^ High performing project organization

processes and governance

Agile working mode with daily scrums

Weekly top level meetings with ministers

incl Health Minister Interior Minister and

Head of the Chancellery

^ Complex stakeholder management with

several government authorities and other

project partners

Strong content work in all workstreams

Joint team effort of T T Systems SAP

Project Leadership Project
Management

OfficeT ■ ■ P S

19 workstreams

11 16 Lab Health

Authority Process
6 Testing1 Architecture

Communications

7 System Ops
and Hosting

17 Community

Adoption Council
2 Development 12 Public Affairs

8 Proximity
Measurement

18 Epidemiolog
Analysis

3 IT Security 13 Network

14 Go live

Planning

19 Pan European
Concept

4 Privacy 9 Hotline

10 Open Source

Community
5 Scoping 15 Zero Rating

T LIFE IS FOR SHARING■ ■
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Making of CWA Open Source Community Transparency is Key for Success

70 000 Visitors Contributors 500 forks X0 000 Commits

3^ Search orJumpto Pull requests Marketplace Exploit

r
CORONA Corora Warn Aap

Pic offidal COTIP IScips
Community News FAQ Q en I deWARNAPP notification spp for Germany

0 Rspositorios 12 Peonages People JS 1 1 frejeOs

lop languagesverification iain
Corona Wam App Open Source Project

• Javi • Kotlin • Ts i 1
©ipodosH ® 4fvt« e V» A 3 IJa

Help us improve the

Corona Warn App
ewa app android

Native At dro id app uanp die Apple Google exposure notffica cn API

sj tpockflS v 515 tfMi ©60 3iBUcsn tahefc |t 30 C|xbta5 3 mlmiloagc

l\

Ml tn

wm
OTJ lai

£
Ttie Corona Warn App is an app that helps trace infection chains of

SARS CoV 2 which can cause COVID 19 in Germany The app is

based on technologies with a decentralized approach and notifies

users if they have been exposed to SARS CoV 2 Transparency is key

to both protect the app s end users and to encourage adoption

Aewa app ios

» v ® Upeehe 10 V I C1S ©M 1lBuer\e«l Wp JV6 Upestrd 12 minuet spa

Aewa server

af Apache 20 V 233 it 4S ©27 It 5 located25 rarntnaoQO

rotificaion API

Bring me to GitHub

ewa website

•CSS si Apache 20 ¥ 123

urrty Our partnersData privacy £■ i

©23 ft 17 Uprated 2 hours

ewa documentation

® Apache 2 Q ¥288 it 3 17 ©49 S Updated 1

Get the App X

► Google Play
cwa verification server

Backend impien

ANow available via App Store and Google Play Store

4 ® ApatlK 2 il V 75 277 ©IS V«

https www coronawarn app en

T https qithub com corona warn appLIFE IS FOR SHARING
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Most successful app launch of all time in Germany 6 5M downloads within 24h

ACPS a 75 ft

£
Corona Warn App

Q i

Corona Wam Appa

Most successful app

launch in German

history

4 8 1 17

CORONA 47 IMIO

uaAOHm

WARN APP £888“

Fabdu In KonUU m atarRaonanat di «ir«

C0VID 19 Erfcnjnfcung gtnwWx hot du m

o

Bt 11
• 6 5M downloads Day1
• Current Count 12 5M

• 1 in App stores

• Excellent ratings
App Store 4 8 5

25k Reviews

Play Store 4 7 5

30k Reviews

Note Numbers as of 17 June 2020

Source Apple Google

Ef LIFE IS FOR SHARING
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Despite early criticism media and government extremely impressed by results

The Corona Warn App project is the first time in the

history of the federal republic that something like this has

been achieved on behalf of the government so quickly
and on such a scale

@ heise online

yy

u This process can become a blueprint for future IT

projects of the federal government
NETZPOLITIK ORG

yy

u
Bundeskanilerarnt

It is not the first warning app worldwide to be presented
but I am quite convinced it is the best

Helge
Braun

yy
Sources 1 heise de 4 June 2020 2 netzpolitik org 15 June 2020 3 Head of the Chancellerey Helge Braun in a press conference on 16 June 2020

LIFE IS FOR SHARING
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Corona Warn App More than a App
we digitize core processes of the current health

system AND we trace proximity Goal
Working together to quickly

interrupt infection chains
Doctor

Test

center

Result
Digitalized

testing process

—» Quickly get
test results

Digitalized ^
contact tracing

— Inform contacts quickly

anonymously and i

be informed §

App for Android and IOS

Proximity Tracing Server

Lab Integration server

Verification Server

Portal Server

CDN

Zero Rating
Labs Health Authority

Integration
2 Support Hotlines

CORONA
WARN APP

Test

Labs

Health authority YY

q LIFE IS FOR SHARING

June 23 2020
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£ Simplicity Well structured barrier free multilingual user

interface
«\

^CORONA

01 Data minimization

High degree of privacy no personal data

No extra burden on users data balance

No GPS data

No access to local phone data address book etc

0 Use of standard technology Bluetooth Low Energy for contact

tracking is available on most devices

0 Speed Digitalization of the test process saves time information

flows to the contact chain quickly and more completely

0 Security transparency Intensive protection via open source

tests and operation in a high security data center

eLow Risk

No exoosura 1 5 to now

© 14 cl 14 da s saved

O Uprated Today 0941

Have you been tested

He d c break tie Irlect on [”” ”1

J
Notify and Help

Key

Principles

T LIFE IS FOR SHARING

vertraulich June 23 2020 8
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App with decentral approach
With minimal data collection maximum efficiency in interrupting infection chains

What the app covers

Contact tracing and digital verification of test results

What the app does not cover

o

\ i

ff
Mmr

e
m

e
In case of a positive

test Sending
pseudo ID of infected

Local comparison of ID

and warning of affected

contacts

Contact registration
via Bluetooth

• No epidemiological discoveries

no data basis for the determination of R value

no visibility of specific infection chains „Graph“
• Speed Automatic matching of contacts and warning

efficient digital lab process

• Scalability Complete automation of anonymous contact tracing

• High privacy No personal data entry required usage of pseudonymous IDs

• Accuracy Automatic digital recognition of encounters no manual tracing

• Improvement of app Bluetooth calibration distance and refinement risk

estimation scoring

„Phase 2“ to incorporate some form of data acquisition

voluntary for users Concepts to be exchanged with BMG BSI

• No self learning app Optimization of risk parameters only

possible with external research data

• No Geo GPS information Hotspot identification has to be

executed differently

^ LIFE IS FOR SHARING

subject to change 23 Juni 2020 9
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Decentral Proximity Tracing How it basically works

Bluetooth

B
r

g I g
ft

k o
Telekom Data Center

fV

si a

2 31

The app records proximity
durations to other devices

the user approaches and

also running the app

If a user verifies a positive

COVID 19 diagnosis the

device keys can be

uploaded

All devices running the app

download all infection keys
and perform a local

matching to notify the user

®^ffate^hAluetootMFf^ i| fc ftStl^f^lW T ates transmission keys that do not allow any tracking to the user The transmission keys are changed every 10 20 due for security reasons

10
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Users who tested positive can complete the verification notification process

in the App through the digitized lab process

j
resE ™

Zufalls IDs mit der App
Corona Warn teilen

9 41
r
n ■■r l ® tm

to CORONA
WARN APP ©©

Zuruck

Test ErgebnisAuswahl
0 Risiko ErmittlunggestopptO Risiko Ermittlunaaktiv

Was liegt Ihnen Air

CHR BEHIND

SARS CoV 2

PositivO Vielen DankNiedriges Risiko Dokument mit QR Code

■ aRegislrie en Sie Ihren

Test indeni Sie den

QR Code ihres Test

Dokuments scannen

£§• BisherkeineRisiko Beoegnung Test rtoistnerl am 20052020

V sgi ufSItfl

ier zu info

utm
© 14 von 14 Tagen akliv Test

daiCt

So ihrer Naha gewes

miglieheiv ei

Als n COVI

gesp

14 Ts

Ande

gewarnt werden und die Viruskette

unterbrochen werden

rmieren dass du in
Info zum Ablaut

enBisturvdsiedaher

se in Konakt mit

D 19 gekommoii sind

O Aktualisiert HeutB 9 32 Uhr

e ©
■V Test erfolgreich hinzugefugt

Ihr Test wurde in der Corona Warn

App registriert e e
TAN

ten
AkluafiiHKung in 51 OS Mmutan

Registrieren Sie Ihren

Test per manuelier

TAN Eingabe

Erlauben anNicht er auben Dank Ihrer Milhilfe kdnnen andere

gewamt werden und entsprechend

reagieren
■J Befund positiv

Ihr Test 1

positiv”

■ ■III

Ergebnis wurde erfolgreich als

vefifiziert
Wurden Sie getestet

r
Bitte beachten SieDa nur unpersonliche Zufallscodes

uberlragen werden bleibt ihre Identitat

unbekannt

Helfen Sie mit die

Infektionskette zu

durchbrechen J
Das Gesjndheitsamt wird sich in

den nachsten Tagen telefonisch

Oder schriftllch Pei Ihnen melden

Andere wamen

Ihre Zufallscodes der letzten 14

teilen um andere zu schiitzen i

NochkeineTAN

©1 Tage
und die

3
Data Security TextBitte rufen Sie uns an

falls Sie Positiv

getestet v urden
Informieren mitmachen Sie sind ansteckend Isolieren Sie

sich von anderen PersonenOWeiter Welter

Jra
Weitere I

Confirmation and

recommended

action

Home

low risk “normal

state

Verification process

selection

Positive

test result

Sharing
random IDs

LIFE IS FOR SHARING
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In case of an increased infection risk after a critical contact the App notifies

the user and provides recommendations

nO A ■ 469 41
0 9J I 46

C22EK X Risk status

Detailed

information on

Covid 19 risk

exposure

oRISK IDENTIFICATION ACTIVE

Tracing control Higher Risk

1 exposure

Q 2 days since last exposure

Higher Risk »

Planned

Users notified about

a potential exposure

risk by the app

should be entitled to

receive a test1

1 exposure

0 2 days since last exposure

0 Updated Today 9 41

1 4 of 14 days saved

0 Updated Today 9 41
Infection riska

941 eUpdated every 24 hours
Monday June 3

r
i
mooo„

Updated every 24 hours

Recommended

actions
Recommendations

This is what you should do

Have you been

tested r
J

• Self isolationo
If possible please go home and

stay at home

Help to break the infection

chain by notifying others
Test status

and result ©
• TestKeep at least 1 5 meters distance

from other people

e
NOTIFY AND HELP If you have questions about

symptoms testing posibilities or

additional isolation measure

please contact one of the

1 Arzteblatt de 27 5 in accordance with a draft version for the Verordnung zur Leistungen der gesetzlichen Krankenversicherung bei Testungen fur den Nachweis des Vorliegens einer Infektion mit dem

Coronavirus SARS CoV 2 des BMG

LIFE IS FOR SHARING

vertraulich June 23 2020 12
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Apple Google APIs support app functionality
Interplay between app and operating system OS

Smartphone OS functionality

• Bluetooth distance measurement

performed in background

• Generating and storing daily keys and

temporary Bluetooth beacons

• Requesting and receiving foreign keys from

other smartphones in proximity

• Risk calculation using adjustable risk

parameters

• Communicating risk assessment to app

• Note Contact tracing functionality in OS

can only be activated with an official

national Corona Warn App installed

pjg 0
App

i

I

Apple Google API Own

beacons
3

33lRisk calculation

O »
Blue

Key
e

toothCollected

Bluetooth beacons

Foreign
keys

List of positive

keys 0
exchange

Own

keys
Foreign
beaconsJ
CO

Download in

regular
intervals

Upload when

passive

Backend

List of positive keys

LIFE IS FOR SHARING

subject to change June 23 2020 13
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Beyond the app we helped digitize labs and authorities in a complex landscape

Sr

Doctor or

test center

Sampling

\

c
\

H
Test

c i JLt

S 2®Broadcasting i Scanning asss

Notification

Verification Consultation

Verification

Health

Authority

Test

Corona Warn App CWA
Su

say

j
Apple iOS und Android

Labs
Hotline

i 1 I 1
Contacts

Open Telekom Cloud

gg
Verification

Server gg
Portal

Server

LabCorona Warn App
Server Server

LIFE IS FOR SHARING
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Tracing app is embedded into an ecosystem Simplified

Verification TestingProximity Tracing

Permanently

exchange
beacons

Alerts app in case of contact with

infected person given risk analysis G Test FacilitiesSmartphone AppOther

smartphones
Provide QUID

QR code
OS

0 A@ Provides own tracing keys

I|i|L
ill

w
Ck Submits tracing keys in

case of infection
A

—0
A

©
Provide sample

GU1D
Provide TeleTAN to user

to trigger key submission

Hotline

Provides

GUiD

6c

Test

LaboratoriesSL v
Permanently

provides tracing

keys of infected

Sends
6a Request

TeleTANl
TeleTAM ffofi

IIII
■ I III

test

result
t

o Tracing
Backend

Lab Verification

Servers
Provides list of tracing

keys of infected users

©
9

■

Q Test result

GUID

Additional steps in

backup process

Sequence in

process after testing^ 0 0Default process ►
LIFE IS FOR SHARING
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Key GDPR Principles are Covered

Principle Implementation

O No personal data recorded by app

O Any data sharing is voluntary data remains anonymous

Lawfulness fairness

— and transparency

Q Clear purpose contact tracing

O Storage of data only as long as necessary 14 days
Purpose limitation

O No personal data collected

Q No location based data collected
Data minimization

0 Minimal data stored prevents inaccurate data from being stored in the first place

Q Individuals may erase data e g by uninstalling
Accuracy

Q Periodic deletion of data

Q Once epidemic is over data can be removed from server
Storage limitation

°M Q Integrity and

confidentiality
O Technical precautions protect data from unauthorized or unlawful processing

^ LIFE IS FOR SHARING

subject to change 23 Juni 2020 16
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Your partner T Systems

Digital Highest expertise

\

Team player Strong partners

T ■ Systems Reliable On time delivery

Agile Modern working mode

Motivated Going the extra mile

LIFE IS FOR SHARING

subject to change 23 Juni 2020 17
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Whats Next Some Features will be added

8

W
r

S0Q MmSafeguarding

Operations

Feedback

6
Improvement Improvement of BT

measurement

Improvement of

risk scoring

Monitoring of

pandemic response

Interoperability
between countries

Ensuring

interoperability between

tracing apps in different

countries and adhering
to different

technical systems

Phase 2 next 6

weeks Achieving higher

precision of Bluetooth

measurement with further

testing and improvements
of A G Bluetooth interface

Monitoring of total

pandemic response

measures to enable

effective steering and

easing measures

Better understanding of

epidemiological

parameters to improve
Risk Scoring

^ LIFE IS FOR SHARING

subject to change 23 Juni 2020 18
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Adoption Massive Push on all Channels

Campaign on German Government

DAX30 CEO Call with A Merkel
DIE CORONA WARN APP

UNTERSTUTZT

UNS IM KAMPF

GEGEN CORONA

DIE COMMA WARN AW

SAGT BESCHEID

WENN S

ERNST WIRD
JrfiT iw i oiioWiin tun

and tam ptaanuiip bebtipl

DIE CORONA WARN AW

KENNT SIE NICHT

HILFT IHNEN

TROTZDEM

OIC CORONA WARN AW

HILFT INFEKTIONS

KETTEN ZU

UNTERBRECHENW

Die erste App
ir alle

•i •i •i •i

Off CORONAMMtt

WIRD MIT

Oil CORONA WARN Aff

SCHUTZT AILE

DIE IHNEN

WICHTIG SIND

D CORONA WARN AFP

BRAUCHT DICH

UND DICH UND

DICH UND DICH

DIE CORONA WARM AW

HILFT WENN DU

MITMACHST

untoretQtzen die Corona Warn App

Bundosregicrong Einiach downloaded

id gemeinsam gegen das Virus vorpehen^
JEDEM NUTZER

NUTZLICHER

iW [m|

•1 •I — •I®•|8
CORONA
WARM APPr

® pa ®
£±±
“

S P

Campaign Material for

Supporters

DU o lass

mw j
0 — •F G On e ™»” »

~b CaWCW
s 3 tc£

_

jnwon BBW
iSy g

RWE

m

l i
^ SSUTST

vu
——HD

yvr m

CM „

UOnOVlA wirecord
5ET

‘itK e

W

2
SS

fij r
w
Bp

T LIFE IS FOR SHARING
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Depending on your needs T Systems leverages the Telekom Group
and other partners to provide the best results like the app

■

Technology
Innovation

Europe

T Mobile CZ

S Mobile Devices Battery Tests
0 Access Core Services

Mobile Test Devices

• TGroup Security
Security Workstream PEN testing

CEO
Telekom Deutschland

• GPRA CEO Office
Public Affairs Stakeholder

Mgmt Pan European Concept

• Communication

Technology
• Content Delivery Network Network

Architecture Data load etc

• DT Auftendienst GmbH
Technical End User Hotline

T SystemsCORONALegal
S 0 Digital Solutions Project Lead Development Laboratories

S Scoping User Stories Architecture EU Interoperability Testing

WARN APP

• Law Integrity Legal Service

• Public Cloud Operation Backend Server Infrastructure

• Security IT Security Concepts Cooperation with BSI

• Detecon Inti GmbH Hotline Set Up Laboratories Scoping

• MMS GmbH Mobile Testing

CDM Sales Bidmanagement

• Group Privacy Data Security

LIFE IS FOR SHARING

June 23 202CE0
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Thank you

ItIf
1

i
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Backup

Summary Development of Corona Warn App for the German Ministry of Health

I

K
Result ^The Challenge Our Approach

One team collaboration approach with

SAP and Fraunhofer IIS

On time delivery of app and backends

lab connection and required hotlines
Development of official German COVID

19 contact tracing app

Fully agile project delivery to meet tight

development and testing timeline

Significant improvements to Bluetooth

API and measurement calibrations

Short delivery timeline from project
start to app launch ~7 weeks

Fully remote working setup across all

teams

First Bluetooth contact tracing app fully
compatible between Android and iOS

High number of target users 30M

strived for

Emphasis on data privacy and strict

open source approach e
Positive community feedback for open

source strategy and attention to privacy

End to end development scope from

phone apps to server backends

Govt agency requirements regarding data

privacy and IT security fully met
Daily touch points with critical

stakeholders to ensure close alignment

Technical challenge thorough testing
and improving API for contact tracing

The Corona Warn App project is the first time in

the history of the federal republic that something
like this has been achieved on behalf of the

government so quickly and on such a scale

Heise de1 June 4 2020

Involvement of many high level stakeholders

Bundesamt

fur Sicherheit in der

Informationstechnik

Bundesministerium

desInnern

Bundesministerium

fur Gesundheit

Bundeskanzleramt ROBERT KOCH INSTITUT

1 Link https www heise de hintergrund Corona Warn App Quellcode Analyse eines beispiellosen Open Source Projektes 4774655 htmlLIFE IS FOR SHARING
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TheNewNormal Safeguarding people and operations Let’s integrate your enhanced operations

Airival transports preparation Working Leavirg

13 15 pm

Define your specific safeguarding journey
1 day workshop € 5 000 fixed price

is ©S
breakfast

hiftati
Breakpublic tra

company gale

JLnn sNoima
Incident

n 1

lockerA fifeirg

9ia5
ii il

irlringement
working

ej|
special regulation
protocol S beacon

]
conracMiSdng

Assess status quo and draft TheNewNormal

{1 week sprint € 25 000 fixed price
temperature check 8

well 1
Colons ran do

V
TteNevfHormal

l cm aunlal oeimnin

g tecnnicians inter

X lieailli office

medical service

m © K 1 wO © ©rj

Define your “new” landscape and integration
and plan the incremental implementation

On
bol dviui l

guidelines guidelinesnagemertt snvaitphone apps distance S backup of cantinas 8

alSit planning bathrooms

infection risk analysis of beelocker fittingm

T Systems

Managing
TheNewNormal

Assessment Consulting

9
Implement and extend your systems in

SCRUM mode and orchestrate providers
r‘

■ Safeguarding Journey
■ Status Quo assessment

■ Technology selection

■ Data privacy and

sovereignty
■ Interfaces into backend

systems

■ Enhanced IT landscape
■ Enhanced technologies

e g access

management thermal

sensors

■ Communication and

change management

7 C
Let’s get in touch now

Implementation

ST
■ Integration
■ Operation

■ Service Management
I Yourcontact

Mr^Systems Digital Solutions

| M ^^^^^^pt^systems com

servicenw

T ■ Systems israortnance


